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Introduction

ExtraNET comes in three different configurations.trBXMET CC is a complete solution
functioning as a “remote terminal server”. The ExEINCC contains a TCP/IP and
UDP/IP stack and supports a static IP address. ExtraNEGa@ also be used to
originate a TCP session with a predefined host.

ExtraNET Avalanche is a “store and forward” device #ejuires data from the
customer’s RTU and at predetermined times, sends thiadgata email.

ExtraNET puCC is a legacy product that functions asbugh modem would. Crystalline
Technology has added to the basic functionality of3lmbalstar 1620 / 1720 modems
by including a processor that restores user configuratiothe iavent of a power loss or
reset.

This manual contains information on all three of thedpicts.

Recitals

Use of Crystalline Technology, Inc. (“CTI”) productgjteres three elements: the
SOFTWARE, the hardware, and a personal computer or Rii&) SOFTWARE is
protected by copyright laws and international copyrigddties, as well as other
intellectual property laws and treaties. The SOFTWAREot sold, and instead is only
licensed for use, strictly in accordance with this doautmehe hardware is protected by
various patents, and is sold, but this agreement doe®wet that sale, since it may not
necessarily be sold as a package with the SOFTWARE .agheement sets forth the
terms and conditions of the SOFTWARE LICENSE only.

1. DEFINITIONS
1.1 Customer. Customer means the entity or individualddanloads the SOFTWARE.

2. GRANT OF LICENSE

2.1 Rights and Limitations of Grant. Crystalline Teclogyl Inc. (“CTI”) hereby grants
Customer the following non-exclusive, non-transferaigletito use the SOFTWARE,
with the following limitations:

2.1.1 Rights. Customer may install and use one copy @@€Tr WARE on a single
computer, and except for making one back-up copy of the Sadtwinay not otherwise
copy the SOFTWARE. This LICENSE of SOFTWARE may netshared or used
concurrently on different computers.

No Reverse Engineering. Customer may not reverse angihecompile, or disassemble
the SOFTWARE, nor attempt in any other manner to obkeirsource code.

No Separation of Components. The SOFTWARE is licensedsangle product. Its
component parts may not be separated for use on maretnkeacomputer, nor otherwise
used separately from the other parts.



No Rental. Customer may not rent or lease the SOFTR/#&&Rsomeone else.

3. TERMINATION

This LICENSE will automatically terminate if Customail$ to comply with any of the
terms and conditions hereof. In such event, Customet aestroy all copies of the
SOFTWARE and all of its component parts

4. COPYRIGHT

All title and copyrights in and to the SOFTWARE (inchagibut not limited to all
images, photographs, animations, video, audio, music, tekipther information
incorporated into the SOFTWARE), the accompanying printed raktesind any copies
of the SOFTWARE, are owned by Crystalline Technologg,(ICTI”), or its suppliers.
The SOFTWARE is protected by copyright laws and irggomal treaty provisions.
Accordingly, Customer is required to treat the SOFTVEARe any other copyrighted
material, except as otherwise allowed pursuant to thiENIEE and that it may make
one copy of the SOFTWARE solely for backup or archive p@wpos

5. APPLICABLE LAW

This agreement shall be deemed to have been madelishalth be construed pursuant
to, the laws of the State of Nevada and / or the dritates of America.

6. WARRANTIES AND LIMITATION ON LIABILITY
6.1 ONE-YEAR LIMITED WARRANTY

Crystalline Technology, Inc. ExtraNET CC is warrantedbe free of defects in material
and workmanship for one year from date of installation.

Crystalline Technology, Inc. will, at its electiompair, replace or make appropriate
adjustment where Crystalline Technology, Inc. inspectiiscloses any such defects
occurring in normal usage within one (1) year after itetiah. Crystalline Technology,
Inc. is not responsible for removal or installataosts.

To obtain warranty service contact Crystalline Techgpldnc. either through your
Dealer or by writing Crystalline Technology, Inc., Atustomer Service Department,
PO Box 8423, Pueblo, CO, USA, or by calling 1-888-737-9817 from withik8¥ or
Canada and 001-719-543-2577 from within Mexico.

IMPLIED WARRANTIES INCLUDING THAT OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE EXPRESSLY LMAED IN
DURATION TO THE DURATION OF THIS WARRANTY. CRYSTALINE
TECHNOLOGY, INC. AND/OR SELLER DISCLAIMS ANY LIABIUTY FOR
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES.



Some states/provinces do not allow limitations on anvg lan implied warranty lasts, or
the exclusion or limitation of special, incidental onsequential damages, so these
limitations and exclusions may not apply to you. This ety gives you specific legal
rights. You may also have other rights which vapnirstate/province to state/province.

This is Crystalline Technology, Inc.'s exclusive wr itten warranty.

6.2 No Liability for Consequential Damages. TO THE MAXIMLEXTENT
PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL Crysalline
Technology, Inc.(“CTI”), OR ITS SUPPLIERS BE LIABLEOR ANY SPECIAL,
INCIDENTAL, INDIRECT, OR CONSEQUENTIAL DAMAGES WHABOEVER
(INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS ORBUSINESS
PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESFORMATION, OR
ANY OTHER PECUNIARY LOSS) ARISING OUT OF THE USE QPR INABILITY
TO USE THE SOFTWARE, EVEN IF Crystalline, Inc. HA&BN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

7. MISCELLANEOUS

The United Nations Convention on Contracts for therlmtional Sale of Goods is
specifically disclaimed. If any provision of this LICEN$Einconsistent with, or cannot
be fully enforced under, the law, such provision will bastrued as limited to the extent
necessary to be consistent with and fully enforceafdeuthe law. This agreement is the
final, complete and exclusive agreement between thepaetating to the subject matter
hereof, and supersedes all prior or contemporaneous undéngsand agreements
relating to such subject matter, whether oral or writustomer agrees that it will not
ship, transfer or export the SOFTWARE into any countrysarthe SOFTWARE in any
manner, prohibited by the United States Bureau of Export Aidtration or any export
laws, restrictions or regulations. This LICENSE may dydymodified in writing signed
by an authorized officer of Crystalline Technology, Ifi€TI").



Quick Start
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DIAGRAM B GQUICK START
* Top Pole Mount

(2" Cup) ®» Locate the 2° mounting pole where it has a clear view of the

i -— sky for both the satellite radic and the solar panel.

» Mount unit at the top of the pole, above any other obstructions.

& Connect the Flow Computer R5232 TX, RX, and Ground wires
to the ExtraMET CC connector J1 [See Diagram A)

+
Bottom Pole Mount & Connect power (+3 to +13WDC) to the ExtraNET CC connector
{Use Included U-Boits) 43 [See Diagram A}
mConnect a Lap Top 1o J4 and use SIOW or Hyper
- Terminzl at 3500 baud, B Bits, Mo Parity
 — g Press the space bar, you will s2e a menu.

o Test the communications to the Flow Computer

2" mounting pole [command "5" for Bristol, command T for Fisher)

(Mot Included}

O Test the communications over the satellite to the
Crystafline Technology. Ine host computer with command "P* {Send Poll RBX)
BT M SiEoon Sujte 150
Pusblo Weat, TO0 81007
Phone: 7185432577

Emall: soles@iNonTms. com
WEB: hitpwww ExtmHE Too,com



Each ExtraNET CC satellite communication systemawipled in housing designed to
meet the NEMA Type 4x specifications and to operate@teas I, Division 2, Groups C
& D environment with a nonincendive rating (see Appendix A).

1)
2)

3)

4)

5)

6)

7)

Locate a suitable site for mounting the ExtraNET @Cackets are provided to
allow easy mounting to a pipe using user supplied u-bolts.

Configure the Gas Flow Computer using Group 2, Local 1, and 26004ds the
communication settings for communications used wittEtkteaNET CC.

A three wire interface is required to the gas flow pater. It is suggested that
you use the 5 pin Phoenix connector for field wiring togas flow computer.

J1 Pin 1 to Gas Flow Computer RS232 Transmit

J1 Pin 3 to Gas Flow Computer RS232 Receive

J1 Pin 5 to Gas Flow Computer RS232 Ground

Connect power to the 2 Pin Phoenix connector at J5. dlhege should be
between 12 and 15 volts with positive on Pin 1 (close$0tpin connector) and
ground to Pin 2 (closest to edge of board).

Connect the diagnostic cable to the 10 pin Phoenix coomé4, the other end to
a com port on your computer. Using HyperTerminal sé60 baud, 8 bits, 1
stop, no parity you should see a menu when you prespdbe bar.

For a Fisher ROC installation you can press the “Thic@and. You should see a
message indicating successful communication to the GE@ngconnected to.
All other settings will be preconfigured at the factoryrimimize installation
issues.

When mounting make sure
it is at the very top of the

pole. Above any solar panel
with a clear view of the sky.

-Connect to Laptop
-Connect Power
-Configure ExtraNET CC

\
-

PWR RTU/EFM




Introduction to the ExtraNET

Features

ExtraNET CC delivers seamless point to point data comgations over a transparent
network using satellite and / or a GSM/GPRS, 1X, or @D%Ellular” modem.
ExtraNET CC delivers reliable digital data virtually arhere in the world using
QUALCOMM'’s patented CDMA technology and the Globalstanstellation of Low-
Earth-Orbit (LEO) satellites. Also supported is anazl GPS for position and
velocity data.

ExtraNET CC takes care of the IP network requiremantisprovides a transparent
RS232 or RS485 interface to your equipment. It works witlostirany host that
supports TCP or UDP over an IP network giving you the ¢et@momfort of managing
your own data.

Each ExtraNET CC satellite communication systenrasiged in housing designed to meet the NEMA
Type 4x specifications and to operate in a Class | siagini2, Groups C & D environment with a
nonincendive rating (see Appendix A).

ExtraNET CC Features:
» Approved NEMA 4X fiberglass enclosure provides weather priotegt most
environments.
* Optional Static IP
o0 Allows complete integrated connectivity via a privateuattnetwork (VPN)
direct from your host server to the Globalstar Nekv©@perations Center (NOC).
Simply send a TCP or UDP packet to a private IP ancaRE&T will establish the
connection in approximately 6 seconds. Data can theemtteor received from
the remote site with a throughput of 9.6 kbps full duplex.
o Alternatively the remote device can initiate a conie@civith your host.
0 Secure access via the Internet can be arranged throughagaiblvay where a
VPN is not desirable or possible (roaming host)
» Default Dynamic IP allows the remote user to accesgtiblic internet for host-less
applications.
0 SMS messages can be sent to the ExtraNET CC tatenittmote action and or
connections back from a Dynamic IP.
* Five configurable 1/0 points user configured for analog inpub ®WYDC) or digital
output for remote monitoring and control in standalgp@ieations.
* Optional cellular modems are available for most carier
* Optional GPS module supports NMEA 188, TIAP, and TSIA protocols
* Optional local data storage up to 1 GB using removablen8ory
» Activity timers automatically disconnect on user configlLfieo activity” or
“maximum connect time” parameters.
* Always On, always ready operation. Custom low powedes available on request.



Overview

ExtraNET CC is a universal communication controller sutipg the Globalstar™ data
modem to allow efficient data communications from virtpathywhere in the world. In
addition to satellite support, ExtraNET CC also supp@t®pnal modules for
GSM/GPRS™, CDMA™, Edge™, and 1 x™ cellular network providinvgry flexible
platform capable of utilizing existing infrastructure.

ExtraNET CC works with the #777 data service offered by &$béar and takes care of
the PPP negotiations and provides a complete TCP/IP dEa¢&rnal equipment can be
connected to the ExtraNET CC through the RS232/RS485 sefsetectable interface
and communicate at any standard baud rate from 300 to 115,200 bayéd standard 8
bit asynchronous protocol.

ExtraNET CC supports both the Dynamic IP and the Statimddes of Globalstar. In a
Dynamic IP mode, ExtraNET CC will respond to SMS comisaand is capable of
gathering data from customer equipment and establishingreecton on demand. In
the Static IP mode, ExtraNET CC will in addition to 8&S mode, support data on
demand by establishing a connection to your host upon recepimy IP traffic.

Other features of ExtraNET CC include optional GPSdoation, movement, and/or
time specific functions. Five I/O points are provideuak can be selectivity configured
for analog input (10 bit 0 to 5 volts DC) or digital outpupa&lale of sourcing 25 mA of
power. An additional output is provided which will switt¢ie tsource 12VDC and
provide up to 1 Amp of power for powering external sensorgoipeent.

An SD (Secure Digital) socket is provided for data loggiogliaations. SD memory
devices with up to 1GB of storage capacity are commonlyablaibnd most electronic
specialty stores where digital cameras and PDA’s@lcke s

ExtraNET CC is packaged in a NEMA 4X fiberglass
enclosure, resistant to moisture, dust, and corrosion to
provide many years of trouble free service.

The result is a very efficient communication solutibat
works with virtually any host to provide access to reanot
equipment with out the traditional requirements for
infrastructure (towers). Economical airtime packages ar
available to suit virtually any application.




Connection to External Equipment

ExtraNET supports several interfaces to optional otocosr supplied equipment. J4
(top left) is a 10 pin Phoenix™ connector that allowsnemtion to external sensors and
controls. The connector is labeled from left to riffhto 10) and arranged in pairs. Pins
1 & 2 are for 10 1 with pin 1 being signal and pin 2 beingugid. Pins 2 & 3 are for 10
2 and so forth to pins 9 & 10 for IO 5 (notice that future ie@sof ExtraNET will
change the definition of pin 2)

Each of the 10 points are supported in custom versibExtraNET CC and can be
defined as analog input or digital output. When configured asitgitoeach point can
sink or source up to 25mA at 5 VDC. A 10 bit analog tataigionverter is used when
configured for analog input. Each IO point is protected againges and spikes.

J5 (top right) is the power input to the board. A cleangycsource capable of providing
6 to 16VDC at up to 5.5 Watts of power (for transmit) ¢puieed.

Analog inpast or Digital output 6 to 16 VDEC (with GlobalStar]
+ -

S

I
]

oy,

|
|
i
Oplional CDMA | GEM | GPRE | Bluetooth | Eithernet i
|
|
|

Technolo

Lo
=
= Optional 12 |
- Channel GPS
‘I:‘ Support far:
> " TSIP [
C * TIAP
" NMEA 188 '
— |
Pragram Interface [
GPS Battery Backup
Fart #: CR2025
Oplional
20 Memary
Mounting Holes
. Globalstar 1620 RE4ESREIIT Te Remate Davice
TLLL [ Y ]

oo [Pesee]

\ y.

Figure 1 (ExtraNET Diagram)
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The Program interface is used for configuration and spéigghostics. A lap top
computer or other ASCII terminal can be connected tqothris Please see the section on
“Diagnostic Cable” for more information about the reqdicable and interface for this
port.

U7 is for an optional CDMA, GSM/GPRS, Edge, 1X, BluetoathEthernet module
installed in the three vertical connectors locatedvbdld and J5. Please contact
Crystalline Technology, Inc. for more information cerming these modules.

U8 supports an optional high performance 12 Channel GP$ahdte used for
positional or time critical applications. When thB%is used then the battery B1 socket
should have a lithium CR2025 3 Volt battery installed to redsES startup time.

F1 is a 2Amp slow blow fuse provided to protect the ExtraNETrGm excessive
power.

U9 is for applications where large amounts of data need tethimed. A standard SD
(Secure Digital) is used with capacities up to 1GB. Asxample, in natural gas
applications a sample of DP, line pressure, temperatunld]aav rate could be logged
once per second for over 2 years. Other applicationlsdging GPS data, audit data, or
other special events can be conceived. Please c@natalline Technology, Inc. to
discuss any application of the SD memory that you ndghbtre.

J1 (center left) is a 5 pin Phoenix™ connector for iatng to customer supplied
equipment. This interface is user selectable duringgumation for RS232 or RS485
levels. When configured for RS485 a full duplex 4 wirerfaiee is supported. The
ExtraNET CC has a 100 ohm termination resistor on tteive lines.

For RS485:
Pins 1 and 2 is the receive data (data sent to the BEX1r&lC)
Pins 3 and 4 are transmit data (data sent from the NE@raCC)
Pin 5 is ground

For RS232:
Pin 1 is receive data (data sent to the ExtraNET CC)
Pin 3 is transmit data (data sent from the ExtraNE] C
Pin 5 is ground
(Pins 2 and 4 are not supported when configured as RS232)

J2 (top left) is designed to support the Globalstar 1620 modEmis cable is normally
included as part of an ExtraNET CC package.

12



(32 Interface Cable to Globalstar 1620 modem)
DB-9 M DB-25F Description
ExtraNET CC 1620 Modem

Pin 2 Pin 2 TX Data

Pin 3 Pin 3 RX Data

Pin 4 Pin4 & Pin20 DTR

Pin 5 Pin7 Ground

Pin 6 Pin 6 DSR

Pin 7 Pin 5 CTS

Pin 8 Pin9 & Pin 10 +12 VDC Power
Pin 9 Pin 8 DCD

J3 (bottom left) is shared with J1 and is the RS232 idetia customer equipment. The
function of J3 is shared with the 5 pin Phoenix conndatmeled J1 (middle left). Please
reference the table below for pin definitions of tH®9IP J3 connector. This connector
does not strictly conform to RS-232 standards and cauti@eagsnmended to avoid
damage to the ExtraNET CC. This connector shares &meatith J1 and is only valid
when ExtraNET CC is configured for RS-232. When RS-485est®e you should use
J1 and leave J3 disconnected:

(J3 Interface - RS232 Customer Interface)

Pin 1 DCD Output (0 to 5 Volts)
Pin 2 TX Data (RS-232)

Pin 3 RX Data (RS-232)

Pin 4 DTR Output (0 to 5 Volts)
Pin 5 Ground

Pin 6 DSR Output (0 to 5 Volts)
Pin 7 RTS Output (RS-232)

Pin 8 CTS Input (RS-232)

Pin 9 +8 Volts (Very Low Power)

13



Diagnostic Cable

After completing the mounting and wiring of the ExtraNET installation you should
connect to the unit with a lap-top computer or other suitioiainal to complete the
configuration. Diagnostics are supported by connectingnartal or computer to the 10
pin I/O connector of the ExtraNET CC. The I/Oestricted to signal levels of 0 to 5
VDC and do not strictly conform to RS232 standards when usengGipin I/O
connector. A cable is provided that will handle thenface requirements with a DTE
device such as a lap top computer running the HyperTermingdgmo

It is very important that you use this special cablé wie approved interface since the
diagnostic port on the ExtraNET CC is not RS232 andtigrotected from improper
use. Permanent and un-repairable damage will resutipigprcables are not used.

FigL_Jre 2 (diagnostic _cable)

J1 Phoenix 10 Pin Plug

: : : o1

L. d2BERS-Female, . L —

. ! { R e e B

__12— : o —r U

L 5

3 — 5]

e —— R1 23 Ohm . | L

- : =]

[ Y — Frm—

Br————— Al

EREEE o o e e geodior dediver Soines BRONe BovivneE Dt mecis

You are now ready to perform the final steps of thallion. Using HyperTerminal or
some other suitable terminal emulation program selecioilowing settings:

Baud Rate: 9600
Data Bits: 8
Stop Bits: 2
Parity: None
Handshake: None

14



Configuration

Upon connection to the ExtraNET CC you may enter aesfmcgle press of the space
bar) and a menu of commands will be presented. Ordy @fimpletely understanding
the commands should you attempt to make any changesaorifiguration of the
ExtraNET CC. Itis quite easy to end up with a devicedbasn’'t work simply because
the configuration is incorrect for the application regd. The following menu is
representative. The menu will actually provide differ@ptions depending on the
configuration that it is currently using. Using this iféee you can change the way that
the unit works.

NOTICE: The Globalstar 1620 data modem can be configured for baud rates ranging
from 9600 baud to 115200 baud. Snce the over the air rate is 9600 baud there are some
considerations that are made for buffering data. As an example, when ever possible the
1620 should be configured for the same data rate as the customer equipment connected
to J1 or J3. Although the I/O of the ExtraNET CC isinterrupt driven with buffersfor
data, there are opportunities where possible data overruns could occur if you are trying
to send more data than can be buffered.

Configuration Menu

ExtraNET CC

(c) 2005,2006 by Crystalline Technology, Inc

See http://www.ExtraNETCC.com for more information.
Compiled 05-Jan-06 08:57:44 Serial# 000003f4

D) Display Settings

C) Connect to Globalstar gateway
H) Hangup Globalstar Modem

M) Configure SMTP

E) Send E-Maill

B) Reset ExtraNET CC

F) Configure ExtraNET CC Mode
G) Configure Globalstar Modem
W) Configure Wireless Modem

R) Show Communication Status

Each of these commands are simple 1 character comm#&hdse commands should be
used when no sessions to the Globalstar or optiondéms are in progress.

D) Display Settings
The display settings command will show a synopsis@farious settings in the
ExtraNET CC. lItis a good idea to issue the “D” comdiafter going through the
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configuration of the “F” command. The “D” will displaseveral different items. Below
is an example of the information displayed in the ‘@mmand.

Not connect ed

Configured for Fixedl P Service

UDP receive port 2101 open

UDP send to port 2101 at 10.202.0. 35
WIl check for SM5 nessages

W11 hangup on TCP cl ose

No activity tinmeout: 5

Maxi mum Connect Tinme: 300

Term nal baud rate: 9600

Term nal port configured for RS232
socket 0: port=0, State=TCP_CLOSED
socket 1: port=0, State=TCP_CLOSED
socket 2: port=0, State=TCP_CLOSED

L) List Event Log

The ExtraNET CC is capable of logging the previous 100 comiig@nd initialization
events. This is a very useful feature particularlom need to know when there is
satellite coverage available. The event log willyell when coverage became available
and how long your unit was in a coverage area. All tilise=d in the event log are UTC.
The correct time will be acquired from the sateltitecellular system. Any event with a
date and time of 0/00/00 0:00:00 indicates that the correetwias not acquired when
that even was logged. The even log can be cleared loyisglthe “Clear event log?”
option in the “Configure ExtraNET CC Mode” (“F") comnth

C) Connect to Globalstar gateway

The “C” command is used to initiate a PPP session witlGibbalstar #777 internet
service. This command is primarily used in testing fgefee ship the product to ensure
that the modem is activated and that the antenna and cbictgpn properly. Keep in
mind that issuing the “C” command does use airtime osabellite network as it fully
establishes 2 way communication between ExtraNET CGhen@lobalstar network.
There may be circumstances in which the end user raayt use the “C” command,
but it is generally used for testing and diagnostic purposes

H) Hangup Globalstar Modem

The “H” command is used to force the modem to disconhaatonnection is active and
go through a complete reset. This is also a command whprimarily used for testing
and diagnostic purposes. The end user will rarely neagetthis command.
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B) Reset ExtraNET CC

The “B” command is used to perform a graceful reset@tktraNET CC. This
command will gracefully disconnect the 1620 from the Gktba network and cause the
ExtraNET CC board to re-initialize the 1620. This wilaensure that all user selectable
parameters are loaded properly. It is strongly recordetto issue the “B” command
after changing any configuration in the “F” command.

G) Configure Globalstar Modem

The “G” command is used to open a terminal connection t&Gtblealstar modem. This
allows the user to issue AT commands to the Globalstar m@é2i@m. This command is
also used primarily for testing, but can also be verefieal to the end user. The “G”
command simply opens a terminal that allows you to issyeampatible AT command
to the modem for a multitude of different functions. N®While in the Globalstar 1620
Terminal the ExtraNET CC is unable to accept any incomimg@ctions. It is important
to note that the terminal will automatically close aft20 seconds to prevent the
ExtraNET CC from being locked into an unusable statedimote terminated data
applications.

R) Show Communication Status

The “R” command is capable of displaying several diffetgmes of information. When
issued, you will see the status of the Globalstar modéthere is no 1620 attached to
the ExtraNET CC you will simply see “Globalstar meady.” If a 1620 is connected and
there is coverage available, you will see “Globalstdine.” If your unit is configured to
use cellular, you will see its status here as welheithe “R” command is issued,
ExtraNET CC also sends “at$qgcstatus” to the 1620 and rehenmssult to you. This is a
very fast way to determine if you currently have saégetibverage. It also saves you
from having to enter the Globalstar terminal to manualbyt the command.

S) Test BSAP Connection

This command is only used in S.C.A.D.A. (supervisory cdmaind data acquisition)
applications. The “S” command will test communicati@tveen the ExtraNET CC and
a Bristol Babcock” flow computer. It is advisable to issue this command afteal
installation if your configuration uses the BSARprotocol. This will ensure that
communication is taking place between your equipmenttané&xtraNET CC.
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T) Test ROC Connection

This command is also used only in S.C.A.D.A. applicatidfise “S” command will test
communication between the ExtraNET CC and a FI¥h&w computer. It is advisable
to issue this command after initial installation if yoonfiguration uses the RO®
protocol. This will ensure that communication is takitgce between your equipment
and the ExtraNET CC.

F) Configure ExtraNET CC Mode

Upon entry you will be presented with a series of qaesti Some of the questions will
include the current setting that is in effect for thatstjoa.

Fixed IP Service? (Y)

Are you using the Static IP mode offered by Globalstan@ Static IP mode requires a
VPN connection to the Globalstar NOC (Network Operat Center) and modems that
have been specially provisioned for service with a&tBti ExtraNET CC will answer
inbound requests to establish a data session with themefwou answer Y for yes. If
you answer N then the ExtraNET CC will check for SM&ssages about once per
second and respond appropriately as required.

Check for SMS messages? (N)

Even configured as a Static IP node there are opportuwiiese the SMS message still
has value. As an example, if you are located deegamyon that has limited view of
the sky; you may not have continuous coverage by theRamh Orbiting (LEO)

satellites operated by Globalstar. In these casestartay wish to send a SMS message
to a remote note. Globalstar will queue this SMS messaiget gets the destined node
registered on the satellite. Thus as soon as diteagieles over head (typically in only a
few minutes) the ExtraNET CC will receive the SMS ragesand initiate the connection
back to the host. This will reduce possible errors onadlséihduced by polling a remote
unit that is not within satellite coverage at that time.

Configure as Internet/Intranet switch? (N)

In some applications ExtraNET CC can be used to provigenet or Intranet service
based upon the availability of a signal from a cellgige using an optional GSM/GPRS
or CDMA interface. Since connection through theseises is typically lower cost than
through the satellite ExtraNET CC will use them whawssible. If the service drops out
or is not available then ExtraNET CC will automatigahitch to the Globalstar network
thus providing service virtually anywhere in a mobile envirortimen

MAC address 0x00-0x00-0x00-0x00-0x00-0x02
Change? (N)
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Generally not used, the MAC address can be configured witligaie number on the
network when enhanced security is required by your netadmkinistrator. If you enter
a Y for yes then you will be prompted for each of thextets of information.

Configure UDP Port? (Y)

ExtraNET CC supports the UDP (User Data Protocol) fociefit communication to
remote equipment where a high level protocol is used as&@5AP, MODBUS, ROC,
and many others. Although UDP does not have any errokicigelsuilt in with retries,
the application protocol being transported generally dosdike TCP, the UDP protocol
is considered connectionless. You simply send a péakké remote node blindly. If
the remote node receives the packet and is supposed aoddsen it will do so in a like
fashion. This is analogous to standard data radio servieeswbu transmit to a remote
node and if it receives and is program to respond it wilalo

UDP Port to use on ExtraNET CC (2101)

We suggest port 2101 used by our API (Application Programfacesy. Any port from 1
to 65535 may be used.

IP Address of Remote Machine is 10.202.0.35, Enter New Adzhs:
BYTEO: 10
BYTE1: 202
BYTEZ2: O
BYTES3: 35

Since UDP is a “connectionless” protocol, ExtraNET @Eds to know what the IP
address is of the machine that will be receiving the data the ExtraNET CC. This
should be a network address that is available to thewneib ever connected. A
dynamic IP on the host computer is not currently suppor¥ed: must enter the
complete IP address one octet (byte) at a time agrshbove.

Port to send UDP data to on Remote Machine (2101)

This is the UDP port on the host that data will bat $8. Again, 2101 is suggested and
used in the example programs included.

Maximum amount of NO ACTIVITY time (10 seconds) before disonnecting
satellite?

A timer is started as soon as connection is estadlisinthe Globalstar network. The no
activity timer (seconds) is reset anytime data is sereaeived over the network. If the
timer expires before being reset then the conneetithtve broken and ExtraNET CC
will disconnect from the network to eliminate “deadiaid”. You should allow at least
2 seconds for any outstanding packet to be transmitted.
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Absolute maximum time allowed for connection? (15)

A second timer is started in a similar fashion but cabeaeset. If the connection
exceeds this time (measured in seconds) then ExtraNEWilCdisconnect from the
satellite. You should allow enough time to perform anymmomcations that you might
want to do. You want this to disconnect only if somethirgydane terribly wrong and a
unit is just sending data non stop or has some other failtnis time is measured in
seconds.

Minimum signal from GSM/GPRS or CDMA before selecting Satllite (-95)?

This question really only has meaning if you have configuredititdor Internet or
Intranet service above. The number represents ar&®diyed signal indicator) and
although negative should be entered without the minusd#: siThe lower the number,
the stronger the signal required by the GSM/GPRS or Ebidem before switching to
the Globalstar satellite network.

Baud Rate for local Terminal / RTU (19200)?

This is the baud rate that is used to communicate watleustomer supplied equipment

(or a computer if using the Internet / Intranet mode). #taydard baud rate from 300 to
115200 baud can be used but if you want 115200 baud you must enter 11528vand |

off the last zero. This is due to the way ExtraNET<SI&@es the number in a 16 bit

register that only goes to 65535. Standard baud rates suppmt&®0, 600, 1200,

2400, 4800, 9600, 19200, 38400, 57600, and 115200 baud. This is the baud rate used to
communicate with the customer equipment, not the abtual rate used over the

satellite or the cellular system.

Use RS232 (Y) or RS485 (N)? (Y)

Finally you can select the levels used to communicatethaltustomer equipment.
RS232 is available on the DB9 connector while both RS232 8&d4@&%Rare available on
the 5 pin phoenix connector provided. Refer to the wiriagrims for more information
on connecting customer equipment.

G) Configure Globalstar Modem

Provided for direct access to the Globalstar 1620 dataopdie modem. Any of the
recognized “AT” commands may be executed. While in tlnderExtraNET CC will

not recognize any normal data connects to the Globaataway and will not negotiate
the PPP session. Itis important that you properlytkistmode or you will render the
ExtraNET CC non-functional for normal applicationso 8xit this mode you must enter
“QUIT” all in upper case.
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This function is sometimes useful to determine what gayex@u are currently registered
with on the Globalstar network. As an example youeraer the ATSQCSTATUS as
shown below:

GlobalStar 1620 Terminal ('QUIT' to exit)
at$qcstatus

SERVICE AVAILABLE: YES
SERVICE MODE: GLOBALSTAR
PROVIDER: GSTAR USA
GATEWAY: 1

RSSI: 4

REGISTRATION: YES
ROAMING: NO

CALL STATE: IDLE

CALL TYPE:

CALL DURATION: O

NUMBER:

OK

In this example we have service available and are ezgdsbn the satellite using
gateway 1 with a RSSI of 4 (out of 4). This informat®aseful in determining
availability of service. You should always try to ¢je¢ best possible view of the sky
when determining the mounting location of the ExtraNET Gice the Globalstar
network consists of a number of low-earth-orbiting Q)Esatellite it is likely that if you
wait a few minutes a satellite will pass over headesghere in the open sky that you can
see.

Again, it is important that you properly exit from this @ptiso ExtraNET CC can resume
its normal mode of operation. When you enter the "QUtase sensitive) you will see
the menu reappear upon exit. You will not see the “Qéidlioed back to your terminal.

W) Configure Wireless Modem

This option is not available on units not equipped withviiteless modem. If you have
an optional modem plugged into the socket at U7 then yguserad commands to the
modem in the same fashion as was used for the Globalstd@m above. The same rules
apply, you MUST exit the W option with the “QUIT” al upper case.

Each version of the socket modem has a unique set of cafarttaat are supported.

Normally the socket modem will be preconfigured to meet pmplication requirements
and this mode is not needed for any other configuratiohneofriodem.
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R) Show Communication Status

The “R” command is capable of displaying several diffetgmes of information. When
issued, you will see the status of the Globalstar modéthere is no 1620 attached to
the ExtraNET CC you will simply see “Globalstar meady.” If a 1620 is connected and
there is coverage available, you will see “Globalstdine.” If your unit is configured to
use cellular, you will see its status here as welheithe “R” command is issued,
ExtraNET CC also sends “AT$QCSTATUS” to the 1620 and nstthie result to you.
This is a very fast way to determine if you currently hsakellite coverage. It also saves
you from having to enter the Globalstar terminal to maguafiut the command.

SERVICE AVAILABLE: YES
SERVICE MODE: GLOBALSTAR
PROVIDER: GSTAR USA
GATEWAY: 1

RSSI: 3

REGISTRATION: YES
ROAMING: NO

CALL STATE: IDLE

CALL TYPE:

CALL DURATION: 18
NUMBER: #777

OK
Globalstar Online

In the example above, the unit has service availablEperating in the Globalstar service
mode and has service provided by GSTAR USA. Service isrtlyibeing provided
from Gateway 1 (Clifton, TX) and has a receive sigigngth indicator (RSSI) of 3
(scaled from a poor signal of O to a very good signal aT@g unit is currently

registered and not roaming. The Call Duration is the tenhgth of the last data session.
For ExtraNET all connects are made through the #777 datiaeseand enjoy the special
airtime rates offered by Globalstar.
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Using ExtraNET CC for SCADA Applications

In order to contain costs, ExtraNET CC is only coneg¢b the Globalstar network using
airtime when it is necessary to send or receive dgtaden an user supplied RTU
(Remote Terminal Unit) and a SCADA (Supervisory Contral Bata Acquisition) host.
Some RTU’s can automatically send data to a host wheessary but in most cases it is
the SCADA host that “polls” the RTU for data.

It is necessary to develop a method of initially esthligs the connection through the
Globalstar network to your RTU. When using Globalst&tatic IP mode, your host is
connected directly to the Globalstar NOC (Network Opena Center) using a VPN
(Virtual Private Network). Any time that the NOC eages an IP packet (UDP, TCP, or
ICMP) with an IP address matching an ExtraNET CC nodgoan network, a session
request is made by the NOC to the ExtraNET CC. Thisgssotakes a few seconds
(typically 6 to 8 seconds) to accomplish. Once thed®NET CC has completed the PPP
(Point — to — Point Protocol) negotiations a single Uiakket on port 3000 will be
transmitted to the host with the message “CONNECT 9é&@licating to the host that
the node is online and ready to send and receive data.

Another approach is to send a SMS (Short Message Sem#@ssage to the ExtraNET
CC node when you want to establish a connection. Thisdmme potential advantages if
the node is not in a good location that has coverthgigeatime or if the node is not
continuously powered up and ready to receive data. Globalsework will actually
gueue the SMS message until it has the destined node regjistea satellite. Once the
SMS message is received by the ExtraNET CC it will ichiately (within about 1 to 2
seconds) try to establish data connection to the Gitalvatetwork. Upon negotiation of
the PPP session ExtraNET CC will send a UDP packeirtda3p00 on the host with the
message “XX.XX.XX.XX is online” where the xx.xx.xx.xx will tain the actual IP address
provided to the ExtraNET CC by the Globalstar network.

For normal Dynamic IP modes of operation on the Gkibahetwork the SMS message
is the only way for a host to initiate a data sesskumther, since the dynamic IP
assigned by Globalstar is on a private network and iacussible from the public
Internet, it is necessary for the ExtraNET CC talaigth a TCP session with the host
(and not the other way around).

For most SCADA applications it is suggested that yowzetliDP (User Datagram
Protocol) over IP (Internet Protocol) sometimes reféto as UDP/IP. UDP is a
connectionless protocol that is typically used to broddtats to a node or group of
nodes. In SCADA applications it allows data to be séintiently to a node where other
protocols such as TCP (Transmission Control Protos@)donnected protocol that
requires that each packet transmitted be checked fos emdreither acknowledged or
retransmitted.

23



Since most protocols such as BSAP (Bristol Serial Alssoraous Protocol), MODBUS,
ROC (Emerson/Fisher/Rosemont) and other common SCAiphcation protocols have
built in error detection and retries, using the TCP maiteimply adds overhead an
reduces overall inefficiency.

Through clever use of the UDP protocol it is possibleotatimize” the performance over
an IP network. As an example, if you transmit a “pdckEuser protocol (BSAP,
MODBUS, ROC, etc.) and send it as a single UDP pacleatthe network then you
reduce the amount of packets that have to be reassenmilled other end before a RTU
can respond. Sometimes you can simply adjust your pHaRet size to improve
performance but we have found that knowing a little bituakioe user application
protocol can result in greatly improved performance.

Crystalline Technology, Inc. has developed a simple *ARpplication Programmer
Interface) that actually performs a very basic pareirggBSAP message. The API
determines the BSAP group and node address that data issbatrtg and the length of
the message.

Given a quick database or local table in memory on&ldoak this group and local
address up and map it to the IP address of the ExtraNEha ¢he data is to be sent to.
It is then a simple mater to send a single packdteptoper size to the RTU in the field
very efficiently.

There are additional capabilities that could be expddibe applications that use SCADA
hosts such as OpenBSiI for a Bristol Babcock RTU. @ight have an interface program
automatically establish the session with an ExtrallEETnode at a scheduled time and
send it an SMS message. Upon receipt of the “xx.xx.x&xnline” message the
interface program could set a bit in a database tabléenfbamns “Harvester” to collect

the required data NOW. Each packet sent by the host woyplddietized for optimum
performance using UDP.

The sample VB.NET program contains an example of txommplement such a scheme.
Crystalline Technology, Inc. can provide a complete agidio meeting your specific
requirements for a fee.

The ExtraNET CC uses a slightly different method @aédwaining packet size of the
returned data. In order to support the greatest numbeotoicpts, ExtraNET CC will
wait 3 character times or 3mS which ever is great@rbefetermining that the RTU is
finished sending data. It then takes this data and setadhé host in a single packet. If
there is no TCP session open the data will be semgj asUDP packet.

A maximum packet size of 900 bytes is supported by ExtraNET CC.
The UDP port 3000 is defined as a “control port” with spdaiattions. It is suggested

that you support port 3000 on your host to send and receitbcdata. ExtraNET CC
will send a message to this port any time a connectiobds established. In addition,
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once established you can send an arbitrary messageBatth®&IET CC and it will echo
it back to you as verification that everything is wadkicorrectly. This is similar to a
Ping which is also supported by ExtraNET CC.

There are special messages that can be sent totlaEX CC that allow remote
configuration of the ExtraNET CC. Please do not useetbesmmands unless instructed
by Crystalline Technology as you can render a node usattissomebody physically
visits the location and corrects the configuration. iRfarmational purposes only and o
that you will not accidentally enter these commangeeting an echo, the following are
supported:

WRITE CONFIG
READ CONFIG
RESET NOW

The UDP port used for data when sending or receiving infoomatin be set to any port
from 1 to 65535 (except for 3000). We suggest port 2101 if you wardet our example
VB.NET programs.

TCP is an alternative way of sending or receiving datadet a SCADA host and the
RTU in the field connected to the ExtraNET CC. Althonghalways as efficient as
UDP for most applications, it is directly supported by m&8QADA hosts that work with
“Terminal Servers” and may not require any additionaveafe. TCP port 23 is
supported by ExtraNET CC.

Modbus/IP

Modbus/IP is a well documented implementation of MODB#8apsulated in a TCP
packet. By standard convention port 502 is assigned to hsediodbus encapsulated
data. ExtraNET will extract the data from the TCPkea@and present it to the
customer’s equipment in the standard legacy Modbus RTUgqumrioto

The process involves analyzing each packet received oB@dnd to process the 6
byte header. ExtraNET CC then computes the proper CR@idoemaining data and
sends the data to the customer computer.

Each packet received from the customer device is firgiecwith the CRC. Upon
success the 6 byte header required for Modbus/IP is cotestracd the data is sent back
to the SCADA host on the same TCP connection.

Because of the translation between Modbus/IP anditaditModbus RTU the message

there is a limitation of 240 bytes in the Modbus mess#&geempts to do more data will
have unexpected results.
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VB.NET sample program

Crystalline Technology, Inc. has developed a simple \EH.[drogram that is useful for
testing and understanding the functions and capabilitiestedET CC. This program
was written using “Microsoft Visual Studio .NET 2003"™ fage on a Windows™
platform that supports “Framework”. Source is provided astauld be easy to port to
other platforms such as UNIX if required.

Since the Microsoft included system.web.mail referafmes not support e-mail systems
other than Microsoft’s we opted to use a more open protfpanSMTP” available
under GNU at sourceforge.net/projects/opensmtp-net. Aabihe binary is included
and you must add a reference to OpenSMTP.dIl using VisualoShetbre the program
can be compiled.

Also included as part of the sample program is a comdper developed by Corrado
Cavalli atwww.codeworks.it/net/index.htnWe made some “minor” tweaks to his
program to properly handle events in a method easilyratatel. This is the class that
allows RS232 communications to your host.

The ExtraNETapi.vb has some functions that are usafidending and receiving UDP
messages with the ExtraNET CC.

BSAP.vb has a simple parser to return the length, gemgplocal address of each BSAP
message. Both BSAP and Extended BSAP are supporteck iSisassumed that this
program would be directly connected to the host, errotddibe unlikely and if there
were any errors, the OpenBSI would detect and retry. elinsnated the need to
complete parse the BSAP message and to perform thevalRi@tion.

SMSsend.vb uses the OpenSMTP from above and sends gyenessae Globalstar
gateway. Globalstar supports an SMTP server that acoeggtsages when addressed to a
proper node and sends them as a SMS message. To sendnaeStége to a Globalstar
node you simply send a messag@honenumber@msg.globalstarusa.cobhe contents

of the SMS should be limited to a very few charadess(than 35) and placed on the
subject line. Since this is an open gateway, ExtraNEWIl@©nly respond to the SMS
message “CALL HOST".

Please feel free to contact Crystalline Technology, ifryou have any questions.
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ExtraNET Avalanche

v ExtraNET

Valanche

Overview:

Avalanche acquires data from a RTU and sends it toustemer in he form of an
email. This is useful in applications which log dataratdetermined intervals and
report back to a host periodically. This addresses matheafommon coverage
problems that can be encountered with a LEO satedlitetellation and can be
particularly useful in areas with a limited view of #ley. Arranging a transmission to
take place when you have data can significantly redutmaicosts incurred due to
incomplete connection attempts and the robustnesg &f\talanche when actually
sending the data. It eliminates the need for a hostrsyi continually retry a data
connection if satellite coverage is not availabléhatremote site during the connection
attempt.

Features:

* On-site storage of data

* Fully customizable scheduled polling and reporting

» Can be polled remotely using free SMS messages

» Security available for SMS messages

» Data can be delivered to any email address as an attacimnesdthier
binary format or as a convenient comma delimited CSV fil

* With scheduled reporting, the modem can be put to sleepbatw
connections to save power.

» Support for industry standard GFM protocols such as ModbusnEnr
Modbus and the Fisher ROC.

» Special advanced features when used with Emerson t FHii&oss

» Support for MODBUS RTU protocol

* Pollable and remotely configurable

* RS232 or RS485 Interface to RTU

* Online data available &ttp://www.MeterStar.com

» Optionally available with restricted access throughus$e of a VPN direct
to Globalstar

* Menu driven configuration system using a simple ASCII teami

* Special airtime plans may apply
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Theory of Operation

Avalanche is built around the ExtraNET CC platform.isTglatform includes the
management of the QUALCOMM GSP-1620 or GSP-1720 modem. rithgration
includes power control over the modem, SMS messagesatailits status among other
features.

When Avalanche is initially powered on it will firgitto determine the current
time. This requires that a Globalstar satellite capableansmitting on the S band be
overhead. You may also access the menu and perforigwation and maintenance
using the diagnostic cable at this time. It will stayake for approximately 3 minutes
after it obtains the time while checking the sateftiteany over the air configuration
changes.

If you have turn on the “Check for SMS messages” themtfit will stay awake
indefinitely. Every 10 seconds it checks to see if theeeany new commands that have
been sent via SMS. SMS messages are unique in the wegréhbandled in the
Globalstar network. When you send a SMS messagealStabfirst looks to see if the
unit is registered on any of the gateways. If it is,tiessage is sent immediately. If the
message is not successful for any reason, Globats¢grtgrough a retry algorithm until
the unit does register and the message is sent sucgessfull

Because SMS messages can be sent by anybody using tlads@loleb site,
you can turn on the Advantage “SMS Security”. Whersgw®urity is turned on,
Advantage requires a special key to be sent with et iBessage. The key is unique
for every device and changes frequently. In additiohécsecurity, there is a very
limited set of commands which must be in exactly tloger form before anything will
happen on Advantage.

If you have configured the unit to NOT check for SMS messtgsAvalanche
will go into a very low power mode requiring only about 10 mAperate. In the low
power mode only the time of day clock and scheduler &reperational. Every 10
seconds the scheduler will check to see if it is tinpdll the RTU.

Three different protocols are supported, MODBUS, ENROdMIMIS, and the
Fisher ROC protocol. Inthe MODBUS mode you must confidwaanche with up to
20 different RTU MODBUS addresses, each capable of polling @p tifferent 32 bit
IEEE 754 floating point registers. Each entry allowsafalifferent interval to be used.

A typical application might be to read daily recorde® per day, hourly records
once per hour, and perhaps plunger records once every mifmteach poll, Avalanche
timestamps the data and keeps it in non-volatile memory

ENRON Modbus is a derivative of MODBUS that defines ¢entegisters that

can be read as lists of data items. This is done to dujyeoAPI 21.1 requirement for
hourly and daily logs (and others). Each manufactureotee that are sold as ENRON
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Modbus may actually define a different number of itembé returned and what these
items are when the special registers are read. ePtbask with Crystalline Technology
to determine if the RTU you desire to use with Avalanclseigported. Currently we
support ENRON Modbus as delivered by Barton™ and Control lglystems
Incorporated ™.

If the Fisher ROC protocol is selected, Avalanche gatiatis in accordance to
the API 21.1 guidelines for custody transfer. Avalanche rdeedfirst 12 columns of the
Daily and Hourly archives, 4 columns from the extended @eclaurrent values for all of
the logged registers, the 42 configuration parametershanevent log. The
configuration and events are only sent if they are new.

In addition, the FloBoss is monitored for any RBX ar@gjed messages. Upon
reception, Avalanche will immediately poll the FloBdssall the data and send the
results to the specified host.

The scheduler is defined during the setup process. Youlmaebility of
sending the acquired data at any interval or at presestiWe strongly suggest at least
one report be sent shortly after contract hour. Addlitioeports can be sent to meet
operational requirements.

For FloBoss and most MODBUS applications, the data easebt to the host
very quickly, requiring only about 15 seconds of airtirifée offer service plans
designed to fit your reporting requirements.

Data is sent to the host as a file attachment imaaile This attachment can be
either a binary file or a CSV file. Note, only the C#¥ contains all the data required to
meet stringent APl 21.1 requirements. Because of thdeae in maintaining the
connection to the server, there is not a significéfiférence in cost in airtime between
the two different formats. The binary file is maintdrfor legacy systems or special
MODBUS applications only.

The SMTP server can be the customers, Globalstarne at Crystalline
Technology. Because the time required to work the eseaikr is charged against the
Globalstar air time, it is important to have a fastee For additional security,
Avalanche can be provisioned for use on a private subreseThetworks are restricted
to prohibit outside access and require a VPN (Virtuala®eiWetwork) connection direct
to a Globalstar gateway.

Avalanche is a complete TCP/IP node on the netwdHere is no database or
processing of the data on the network. All trafficaated using traditional “internet”
techniques and not “massaged” in any way by any systemthlervgay. This provides a
high degree if data integrity.

For users who would like the benefit of a complete tumgyestem, data can be directed
to www.MeterStar.com
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Getting Ready to use Avalanche

Avalanche utilizes the Globalstar Low Earth Orbit (DESatellite constellation. Since
the satellites are in constant motion they will prowddgerage where other
communications may fail. Even still, to obtain tlestpossible coverage, you should
select a site that has a clear and unobstructed vighe cky.

Installation Considerations

» With heavy foliage you may need to move away from thiadge, remove some
foliage, or try to get above the foliage. Avalancheksawith a limited view of
the sky but a better view will result quicker acquisitand thus lower power
requirements.

* There should be no other equipment blocking any part okshasluding the
mast it is mounted on.

* Avalanche contains mounting hardware suitable for a 243 2onduit mast.
The mast should be firmly supported to withstand wind, saiaw, and ice
storms which might occur in your area.

» If Solar Panels are used, they should be located BEL@\valanche to avoid
obstructing the view of the sky.

» Avalanche is rated for service in Class 1, Divisioncatmns. The appropriate
wiring techniques must be employed to avoid compromisingdtiisgy. Please
see Appendix A.

* The specification for RS-232 calls for a maximum dis¢aoic50 feet at 20Kbps
and the RS-422/485 specification calls for a maximum of 50QGte¥600Bps.
Data rates are a function of the distance of thséec& he shorter the cable length
the higher the data rate that one can achieve. A highygsialelded cable should
be used.

Interfacing RTU

J1 (center left) is a 5 pin Phoenix™ connector for iatEng to customer supplied
equipment. This interface is user selectable duringgumation for RS232 or RS485
levels. When configured for RS485 a full duplex 4 wirerfaiee is supported. The
ExtraNET CC has a 100 ohm termination resistor on tteive lines.

For RS485:
Pins 1 and 2 is the receive data (data sent to the BXIr&lC)
Pins 3 and 4 are transmit data (data sent from the NE@raCC)
Pin 5 is ground

For RS232:

Pin 1 is receive data (data sent to the ExtraNET CC)
Pin 3 is transmit data (data sent from the ExtraNE] C

30



Pin 5 is ground
(Pins 2 and 4 are not supported when configured as RS232)

J3 (bottom left) is shared with J1 and is the RS232 idetia customer equipment. The
function of J3 is shared with the 5 pin Phoenix conndatmeled J1 (middle left). Please
reference the table below for pin definitions of tH®IP J3 connector. This connector
does not strictly conform to RS-232 standards and cauti@egsnmended to avoid
damage to the ExtraNET CC. This connector shares &matith J1 and is only valid
when ExtraNET CC is configured for RS-232. When RS-485est®e you should use
J1 and leave J3 disconnected:

(J3 Interface - RS232 Customer Interface)

Pin 1 DCD Output (0 to 5 Volts)
Pin 2 TX Data (RS-232)

Pin 3 RX Data (RS-232)

Pin 4 DTR Output (0 to 5 Volts)
Pin 5 Ground

Pin 6 DSR Output (0 to 5 Volts)
Pin 7 CTS Output (RS-232)

Pin 8 RTS Input (RS-232)

Pin 9 +8 Volts (Very Low Power)
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Avalanche Menu and Configuration

You need an ASCII terminal such as a Laptop running terraofedvare like Windows,
Hyper Terminal or SIOW. Using the diagnostic cablexnewt the green 10 pin phoenix
connector to the processor board and the DB9-F connecyout computer’s serial port.
Connect to the unit at 9600 baud, 8 bits no parity and prespdcebar.

SIOW is a program that provides a terminal interfaceishatiick and easy to use. You
can download the program from our web site at:
http://www.Crystalline.us/downloads/ExtraNET/siow.zip

Upon power up, reset, or pressing the space bar, yobevitesented with the following
display and menu. The Build number is unique to the versidhe program loaded in to
the device.

ExtraNET SF Avalanche

(c) 2005, 2006, & 2007 by Crystalline Technology, Inc
See http://www.ExtraNETCC.com for more information.
Build 2747.42186, Serial# 00000a4d

Current time: 7/10/07 17:20:58

D) Display Settings

L) List Event Log

C) Send Email now

H) Hangup Globalstar Modem

B) Reset ExtraNET CC

F) Configure ExtraNET CC Mode
G) Configure Globalstar Modem
R) Show Communication Status
T) Test RTU Connection

D) Display Settings:

Not connected

HEX GSN: 74040B82

Unit is pollable via SMS.

Local timezone is - 6 hours from UTC.
SMTP IP Address: 63.247.209.118

SMTP TCP/IP Port: 25

E- Mail To Address: HermiesData@ExtraNETcc.com
E- Mail From Address: Globalstar@Neartime.com
E-Mail Subject: ExtraNET CC Data

No activity timeout: 10

Maximum Connect Time: 300
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Globalstar baud rate: 9600
Terminal baud rate: 9600
Terminal port configured for RS232

Current Time is 23:22:15 8/29/07 UTC

The Display Settings will provide basic information abihet unit’s
configuration. As shown in the above example the srabnfigured to be pollable via
SMS, and the time zone is set to UTC -6 which happehe {dST. Also shown is the
email configuration which includes the SMTP server, SMOR, 3o Address, From
Address, and Subject. The unit is also configured to autaatigtiang up the modem if
no data packets are sent for 10 seconds during a conneetibtg automatically
disconnect after a maximum of 300 seconds regardless ofrum¥v data is being sent.
These features will help to save airtime if an unetgeerror occurs. Also shown are
the equipment baud rates and the current time.

For modems with a public dynamically assigned IP addresse &re two
different SMTP servers that may be used. The satve8.247.209.118
(mail.extranetcc.com) is owned and maintained by Crystallechnology and will trust
any node on the Globalstar network. The server at 654252
(smtp.pdn.globalstar.com) is operated by Globalstar alhd/so trust all Globalstar
nodes. You must specify the actual IP number and natoimain.

L) List Event Log

List Event Log displays a log of events that can lefuligor troubleshooting and
evaluating overall performance. As shown in the exarapove, the log shows
information about satellite acquisition and lossaldb displays information about when
the unit is transmitting data. If you are having troubleeiving data, the first place to
look is the event log. All entries will have a tinesip as long as the time has been
acquired from the satellite network at least onclke [6g has the capability of storing the
last 100 events. Old events are automatically delete@\a ones are written. The event
log can be cleared completely with the “F’ command.

UTC Date Time Event

0/00/00 0:00:00 Connection Timed out
7/19/07 15:17:25 Initialize

7/19/07 15:20:15 Connection Timed out
7/19/07 15:20:38 Automatic Report
7/19/07 15:20:45 Connected

7/19/07 15:20:58 Disconnected

7/19/07 15:20:58 Connection Timed out
7/19/07 15:21:03 Connection Timed out
7/19/07 15:21:31 Satellite lost

7/19/07 15:23:32 Connection Timed out
7/19/07 15:26:13 Satellite Acquired
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7/19/07 15:26:13 Automatic Report
7/19/07 15:26:20 Connected

0/00/00 0:00:00 Connection Timed out
7/19/07 15:26:25 Initialize

7/19/07 15:36:38 Satellite lost

7/19/07 15:38:08 Satellite Acquired
7/19/07 15:42:39 Satellite lost

7/19/07 15:43:39 Satellite Acquired
7/19/07 15:48:41 Satellite lost

7/19/07 15:49:42 Satellite Acquired

C) Send Email now
Scheduled at 7/12/07 13:40:09
Hangup

Communication successful to FloBoss
MeterTAG 23456
Roc data ready

Establishing Connection CONNECT

MODEM RESP: CONNECTED
Negotiating PPP...
Connected to GlobalStar, IP Address is 10.162.58.159

Starting SMTP
220-clf-smscl.ss.airtouch.com ESMTP Sendmail
8.13.7+Sun/8.13.7; Thu, 12 Jul 2007

19:40:22 GMT
220 We do not accept UCE.
250 clf-smscl.ss.airtouch.com Hello [207.176.150.175],
pleased to meet you
250 2.1.0 <Globalstar@Neartime.com>... Sender ok
250 2.1.5 <brian@neartime.com>... Recipient ok
E250 2.0.0 16CJeM49008877 Message accepted for
delivery

E-Mail Sent
E221 2.0.0 clf-smsc1l.ss.airtouch.com closing
connection

Message Accepted.
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Disconnecting
hangup

The “C” command is used during installation and troubleshgotit will poll the
RTU for the most current data and then schedule a repbé sent via email using the
current settings. The example above shows ExtraBEAvalanche polling a Fisher
FloBoss for current data and then transmitting the repdotice that ExtraNET CC
Avalanche checks to see if coverage is available befa®ating to transmit. If
coverage is not available, you will see informationrfrine ATSQCSTATUS command
scroll across the screen repeatedly until the unitsaanessfully transmit.

If Avalanche is unable to send the email due to a bad eddress, SMTP server
address, or a email server failure then Avalanchedigiible future attempts to send
email until the problem is corrected. Avalanche ai$lo enter a mode where it stays
awake for 24 hours continually checking for a SMS mestagepotentially will correct
the problem.

Avalanche will also stay on line looking for a satellintil it is able to send the
message. Proper installation with a good view of theaskyhave a direct impact on the
overall performance and the power requirements of Avalafdtie feature makes
ExtraNET CC Avalanche very reliable in areas withelitir no view of the sky, and
makes use of any orbiting satellites which may be opegratith degraded performance.

H) Hang-up Globalstar Modem

This command is used to force the modem to hang up i€itrrently on a phone
call. This is useful for testing and diagnostics.

B) Reset ExtraNET CC

Issuing the “B” command will force the processor teetesrhis command is
generally used only if the modem or processor board beevratic during initial testing.
After completing the “F’ command, the processor wabareset.

F) Configure ExtraNET CC Mode

This is the command where the entire configuration tpkes. Pressing the
return key will advance you to the next configuratiotiamp This can be quite complex
and it is important to have a good idea of how you wahiave the unit configured
beforehand. Remember, to go on to the next option \sipnpss return. This is helpful
if you miss something and need to issue the command aggéh back to it.

The setup questions below are shown in Blue followeanbgxplanation.
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Number of hours offset from UTC (-5 for EST) (-6)?
The time is acquired from the satellite. This provides a very accurate time
standard which is used to determine when to poll and when to report. Since the
satellite maintains time in the UTC (Universal Time Coordinated). Avalanche
allows you to adjust this to your local time zone. EST is -5, CST is -6, MST is -7,
PST is -8 and so on.

Allow unit to be polled via SMS? (Y) Set (Y)
SMS messages allow a convenient “out of band” method of sending commands
to the Avalanche. If the SMS messages are enabled then the unit will not enter
the low power mode and will stay awake waiting for SMS messages all the time.
This is good if you want a polled solution. The unit will always stay awake for 3
minutes after sending an email allowing commands to be sent during that time.

Enable SMS security? (Y) Set (Y)
SMS messages present a potential security risk since the commands can cause
things to happen, or cause them to quit happening. Avalanche has addressed
this issue with a security that changes daily and is unique to the specific
Avalanche. Enabling security is recommended.

Number of scheduled reports per day? (0) 1
For normal applications you should schedule at least one report per day to occur
after contract hour.

WARNING: Schedule MUST be in increasing chronological

order

and expressed in the configured time zone!

Schedule 1: Hour:Min:Sec (00:00:00) ? 07:00:00
You are entering times that are consistent with the UTC offset entered above.
Enter the complete time in the format shown HH:MM:SS. The scheduler expect
the times to be in the proper order as well. Use a 24 hour format with the times
all in order (05:00:00 before 22:00:00).

Poll slave for Data? 1=No, 3=ROC, 4=Modbus Logger (ROC)
Avalanche will support both the ROC protocol and the MODBUS
RTU protocol. Depending on your selection, you will be
prompted for FloBoss parameters or MODBUS parameters.

ROC Master Gr oup # (3)?

ROC Master Unit # (1)?
Avalanche acts as a ROC master. Although almost any address can be used,
Group 3, Unit 1 is common for the ROCLINK 800 and similar hosts. It is also the
default used with Avalanche.

ROC Remote Group # (240)?
ROC Remote Unit # (240)7?
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This is the address of the FloBoss that is connected to Avalanche. The group
240, unit 240 is a universal poll address for directly connected devices.

Operator ID (LOI)?

Password (1000)?
If you are connected via the LOI port then you must specify a valid user name
and password before access will be granted.

Report as record type (99)?
The record type is returned as part of the email message back to the host. If
several different configurations are in use for different FloBoss units then the
record type can be used to identify the type of data contained in the email. This
is particularly useful for binary messages.

SMTP IP Ad dress is 63.247.209.118
Change IP address (N)? , Enter new address:
BYTEO: 65
BYTEL1: 197
BYTEZ2: 64
BYTE3: 252
WARNING: There are two public email servers (SMTP) that are available for
use with Avalanche. 63.247.209.118 (mail.extranetc c.com) operated by
Crystalline Technology and 65.197.64.252 (smtp.pdn.  globalstar.com) both
are configured to accept messages from within the G lobalstar network. For
devices configured with a static IP, you will need to provide the address of
your server.

SMTP PORT (25):
WARNING: Port 25 is the standard port used for SMTP  mail servers.
Change this only if you have a mail server that ope  rates on a different, not
standard port.

E- Mail To Address (HermiesData@ExtraNETcc.com):

E-Mail From Address (Globalstar@Neartime.com):

E-Mail Subject (ExtraNET CC Data):
WARNING: The email To, From, and Subject lines are  configured here.
Please note, if you provide a invalid email address (or SMTP server above),
it will be impossible to send the data and may resu It in a unit that is totally
non-functional without a field visit to correct the configuration.

Send attachment as binary? (Y) or CSV (N)? (N) Set (N)
Data can be returned in the email as standard CSV (comma delimited file) or as
a binary file.

Maximum amount of NO ACTIVITY time (10 seconds)?
Absolute maximum time allowed for connection? (300)
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For Avalanche these parameters should not be changed without consultation
with Crystalline Technology.

Use RS232 (Y) or RS485 (N)? (Y) Set (Y)
The interface used to communicate with the RTU supports both an RS-232 and a

RS-485 style interface. You must match the selection with the interface on the
RTU.

Baud Rate for local Terminal / RTU (9600)?
9600 baud is highly recommended unless you have an RTU that will not operate
at this baud rate.

Clear event log? (contains 250 events) (YY)

Setup Complete, Restarting
After completing the configuration, Avalanche will perform a reset so all the new
setting will take effect.

Email Attachment Formats

Binary File - FloBoss

Selecting the “Binary” file format will cause Avaldmeto send the attachment as
a binary “ATT" file. This file must be parsed with a usepplied program. For
purposes of sending the data using e-mail, the data is BA8&64 encoded in
accordance to RFC2045

/I RFC2045 describes the mime base64 encoding that allows
/I transfer of binary data through an ASCII channel

Table 1: The Base64 Alp habet
Value Encoding Value Encoding Value Encodin g Value Encoding

0A 17R 341 51z
1B 18S 35j 520
2C 19T 36 k 531
3D 20U 371 54 2
4E 21V 38m 553
5F 22w 39n 56 4
6 G 23 X 40 o 575
7H 24Y 41p 58 6
81 257 42 q 597
9] 26 a 43r 60 8
10K 27D 44 s 619
1L 28¢ 45t 62 +
12 M 29d 46 u 63/
13N e 47 v

140 31f 48 w (pad) =
15P 32¢g 49 x

16 Q 33h 50y
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/[See a definition of the mapping requirement at th
/Inttp://lwww.cse.ohio-state.edu/cgi-bin/rfc/rfc1521

/I The record structure for doing a binary file att
/I the structure “assumes” that you are using a pro
/I configuration in the FloBoss

typedef struct _API{
ieee Time;
ieee FlowTime;
ieee Hw;

ieee Pf;

ieee TT;

ieee IMV;

ieee hwpf;
ieee Vol;

ieee Energy;
ieee BTU;
ieee SG;

ieee CO2;
ieee N2;

ieee MaxHw;
ieee MinHw;
ieee MinBatt;
} API;

typedef union _history{
api byName;
ieee V[16];
} History; // record is 64 bytes long

typedef struct {

int Message_Type; /I specifie

int32 RTU_ID;
ieee Analogl;
ieee Analogz;
ieee Analogs3;
int32 TOD;
History  Dalily;
History  Hourly[24];

/I a 32 bit

/l FloBoss
/l FloBoss
/l FloBoss
/I Genesis
/I 16 value

Il configuration

/I numeric)

e following URL:
.html#sec-5.2

achment
perly defined

d during
RTU Tag # (must be

Analogl

Analog?2

Analog3

is 1/1/2000

s from daily archive

// 16 value s from the hourly /

/I Extended archive

} _rocdata; // record is 1621 bytes long

A sample file:

offset data
00000 63

00001 AO 5B 0000

00005 0000 20 41
00009 0000 A0 41
0000D 1A DO E6 40

description
/ Message Type
/I RTU_ID (Big Ended, word reve
/1 23456
/I Analogl (IEEE754) 10.0
/I Analog2 (IEEE754) 20.0
/I Analog3 (IEEE754) 7.2129

rsed Intel format)
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00011
00015
00019
0001D
00021
00025
00029
0002D
00031
00035
00039
0003d
00041
00045
00049
0004d
00051
00055
00059
0005d
00061
00065
00069
0006d
00071
00075
00079
0007d
00081
00085
00089
0008d
00091
00095
00099
0009d
000AO0
000BO
000CO
000D0
000D5
000EO
000FO0
00100
00110
00115
00120
00130
00140
00150
00155
00160
00170
00180
00190
0019d
001A0
001BO
001CoO
001DO0
001d5
001EO
001FO0

76 58 C4 08 /I TOD (#seconds since 1/1/200
00 OA 1E 08 /I Daily (MM:HH DD:MM) Sept 30
0000 B4 44 // Daily Flow time (minutes) 1
00007042 /I Daily average Hw 60.0

00 80 BB 43 /I Daily average Pf 375.0
00008242 /I Daily average Tf 65.0

F2 EE D5 44 /I Daily IMV 1711.467

56 DA 18 43 /I Daily hwpf 152.8529

B6 33 C4 45 // Daily Volume 6278.464

7E 87 C9 45 /I Daily Energy 6448.937

00 00 00 00 // Daily Column 9 0.0

00 00 00 00 // Daily Column 10 0.0

00 00 00 00 // Daily Column 11 0.0

00 00 00 00 // Daily Column 12 0.0

53 4E 27 01 // Calculated Minimum Extended
00 00 00 00 Il Calculated Maximum Extended
00 00 00 00 Il Calculated Minimum Extended
00 0C 1D 08 /I Hourly Time Stamp Sept 29,
00007042 /I Hourly Flow Time 60.0
00007042 /I Hourly average hw 60.0

00 80 BB 43 /I Hourly average Pf 375.0
00008242 /I Hourly average Tf 60.0

F2 EE D5 44 /I Hourly IMV 1711.467

56 DA 18 43 /I Hourly hwpf 152.8529

24 CD 82 43 /I Hourly Volume 261.6027

54 5A 86 43 /I Hourly Energy 268.7057

00 00 00 00 /l Hourly column 9 0.0

00 00 00 00 /I Hourly column 10 0.0

00 00 00 00 /I Hourly column 11 0.0

00 00 00 00 /I Hourly column 12 0.0

00 00 00 00 /l Extended column 1 0.0

00 00 00 00 /l Extended column 2 0.0

00 00 00 00 /l Extended column 3 0.0

00 0D 1D 08 /I Hourly record #2 time stamp
00007042 /I Hours 2 through 24 repeat t
0000 70 // above...

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA

43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 OE 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 OF 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 10 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

0011 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

0012 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00

/l Hou

/I Ho

/I Hou

/I Hou

18
00
00

18
00

)
, 10:00 AM
440.0

Column 1 3E-38

Column 2 0.0
Column 3 0.0
12:00 PM

he format described

r3

urd

/[ Hour 5

ré

r7
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00200
00210
00215
00220
00230
00240
00250
00255
00260
00270
00280
00290

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 13 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 14 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

0029f 00 15 1D 08 00 00 70 42 00 00 70

002A0
002B0
002C0
002D0
002D5
002E0
002F0
00300
00310
00315
00320
00330
00340
00350
00355
00360
00370
00380
00390
00395
003A0
003B0
003C0
003D0
003D5
003EO0
003F0
00400
00410
00415
00420
00430
00440
00450
00455
00460
00470
00480
00490
00495
004A0
004B0
004C0
004D0
004D5
004EO0
004F0
00500
00510
00515

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 16 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

0017 1D 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 00 1E 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 01 1E 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 02 1E 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 03 1E 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 04 1E 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 05 1E 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 06 1E 08 00 00 70 42 00 00 70

42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA
43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

00 07 1E 08 00 00 70 42 00 00 70

/I Hou

/I Hou

/ Hou

I'H

/I Hou

/I Hou

/I Hou

/I Ho

/I Hou

/I Hou

/I Hou

00

18

00

18

00

18
00

18
00
00
18

00

18

00

18

00

18
00

18
00
00
18

00

18

00

18

00

r8

r9

r10

/[ Hour 11

our 12

/I Hour 13

ri4

r15

rl16

ur 17

ri8

ri19

r20
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00520 42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA 18

00530 4324 CD 82 43 54 5A 86 43 00 00 00 00 00 00 00

00540 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00550 00 00 00 00 00

00555 00 08 1E 08 00 00 70 42 00 00 70 /l Hou ra1
00560 42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA 18

00570 43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00 00

00580 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00590 00 00 00 00 00

00595 00 09 1E 08 00 00 70 42 00 00 70 // Hou r22
005A0 42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA 18

005B0 43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00 00

005CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

005D0 00 00 00 00 00

005D5 00 OA 1E 08 00 00 70 42 00 00 70 // Hou r23
005E0 42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA 18

005F0 43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00 00

00600 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00610 00 00 00 00 00

00615 00 0B 1E 08 00 00 70 42 00 00 70 /l Hou r24
00620 42 00 80 BB 43 00 00 82 42 F2 EE D5 44 56 DA 18

00630 43 24 CD 82 43 54 5A 86 43 00 00 00 00 00 00 00

00640 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00650 00 00 00 00 00

Comma Delimited File Format — FloBoss

The CSV file format is a user friendly format tlean easily be loaded into most
databases such as MS Sql, MySql, and Access, omisporéad sheets such as Excel. Each
string is encapsulated in quotation marks and each datasfedgharated with a comma.

For both the Daily and Hourly records, zeros will bduded if the user has not
defined the optional columns as described below. Thergttmlumns are included to
support special requirements such as logging of casing amd) tot@ssure, perhaps
compressor status, tank levels, and other operationalrsezesobe used as well. This
provides a very high degree of flexibility while maintainingety simple and
standardized data reporting system to be used.

It is suggested that you match a “record type” to an uderedeFloBoss
configuration when configuring the Avalanche.

There are 6 possible record formats included with eahl.e Column A contains
the record format for that row. The possible fornaaes

Node Info: (contains basic information about the FloBoss arndaRyET)
e Column B — Time record was acquired from the FloBoss
e Column C — The unique Electronic Serial Number of the BMERthat
originated the message
* Column D — The Meter Tag number from the FloBoss (p#1r0,0)
* Column E — User defined format type as set during configurati
* Column F — Analog 1
* Column G- Analog 2
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* Column H — Analog 3
* Column | — FloBoss Battery Voltage

Definitions: (contains header names for the current, daily, andyhoaecbrds) The
header names are derived by reading the definition dfabdy and extended tables.
The numbers represented are the basic TLP identifsed to define the points being
logged.

Current: (snap shot) After reading the definitions above, Avatarthen polls each one
of the TLP points to see what the current readind taus, if you are logging average Hw
(differential pressure) in the hourly history, you wsile a entry in the “Current:” row that
has the instantaneous Hw at the time the data wasdpiodlm the FloBoss

Daily: The first 12 columns of the Daily archive are returnethefmost recent record in
the archive. This is the record for the previous day.

e Column B — Month, Day, Hour, and Minute of record. iMgoft Excel
automatically interprets this data for the correct year

* Columns C to J are the first 8 default data items loggetéiFloBoss which are
in compliance with API21.1

e Columns K to N are the next 4 user defined columns iDHily Archive

* Column O is the minimum of the first column in the Exted archive for the
most recent 24 hours. This is useful for recording thikgshe minimum
differential pressure experienced over the last 24 hours.

e Column P is the maximum of the second column in therktled archive for the
most recent 24 hours. This could record things sucheasiaximum differential
pressure experienced over the last 24 hours.

e Column Q is the minimum of the third column in the Exish archive for the
most recent 24 hours. Typically this would be minimuattery voltage over the
last 24 hours.

Hourly : The most recent 24 hourly records read from the Maundl Extended archives.
The first 8 columns of the hourly archive are defined yRloBoss to be in accordance
to API 21.1 guidelines. An additional 4 user defined columngahaded along with the
first 3 columns of the Extended archive.

Event: Due to the very comprehensive and compact recording ofewetite FloBoss,
Avalanche simply reads all the new events and sendsabex®Cll encoded hex. Itis
up to the user to decode these events in accordance RODE Protocol Users Manual
available from Emerson / Fisher.

Avalanche maintains a pointer so that only new eveetsemt each time.
Configuration: Any time that the configuration is changed, Avalancilesend a
complete new configuration back to the host. This configamatontains some 42

different items that have been identified as havingcafbver the way that volumes are
being calculated.
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Columns B through AQ correlate to Point Type 46, paramé&eo 43 in order.
Please refer to the ROC Protocol User Manual for nmdoemation on how to
decode these numbers. Any binary (BIN) are encoded as| AKX,
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SMS Messages

SMS (Short Message Service) is a method of sending AB&@Il commands to the
ExtraNET Avalanche. SMS messages are typically usedmaethod of sending text
messages to telephones. In the case of Avalaneligthsent some quite interesting
attributes.

* They are available with most Globalstar gateways amdys available if you
roam from a US or Canada account.

» SMS messages allow 30 to 35 bytes or more of text (var@s@ding to gateway).

* SMS messages are queued until the unit has satelliteagevand registers on a
gateway.

» SMS messages are FREE and can be sent from any GlolsW$aportal. See
http://globalstarusa.com/en/services/enhancedservices/@Pgms.

Since it is so easy to send SMS messages, Avalanskerhathod of securing the
message. Turn on the SMS security during configuratiorAsathnche will only
respond to SMS messages that have a special securitgitacl®ed to the message. The
security code is different for each unit and changesyealagy.

Avalanche can be configured to check for SMS messagddiates (at the cost of
increased power consumption) or only after it has seehaail. Since most Avalanche
devices are configured to send an e-mail at least once ypanddhe gateway will queue
the message, there is always an opportunity to issumaads, if you are not in a hurry.

There are several commands that Avalanche can respoficthese commands
include:

e “ON:” Turn on the SMS check. This will cause Avalantbeheck for SMS
messages every 10 seconds. Power consumption will be gne&ter when in
this mode.

e “OFF:” Turn off the SMS check and enter the low powedm

* “TO:email@domain.com” Command Avalanche to send a reqmwtto the
specified email address. This address will become theltatidress for future
normally scheduled emails.

* “IP:0.0.0.0” Sent an email to the last email addresswiatused.

o “SMTP:xx.xx.xx.xx” Change the SMTP server used to sendsagss to the
specified IP address.

» Send configuration changes to the Avalanche. Pleasect@ngstalline for more
information concerning these very sensitive commands.

* “BINARY:” Send ROC or MODBUS messages to the attach&d R
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SMS Support Program

A special application is provided by Crystalline Technoltmfacilitate sending of
messages. You can download the utility from
http://www.Crystalline.us/downloads/ExtraNET/SMS/Poll iBRET.zipand run the
setup program to install it on your computer.

The first time you use the Poll_ExtraNET program you &heet your host IP
address. It will retain this for future use. In orderRoil_ExtraNET to work, the
computer it is used on must have access to the Intefinetprogram automates the
process normally required to send an SMS message lfienwwiw. Globalstarusa.com
web site.

The Poll_ExtraNET program works with all models of BMET. You can enter a
phone number for the ExtraNET if known, or you careettte IP if it is using a static IP
address. For units that are configured for “secure SMShyast know the HEX ESN
(Electronic Serial Number) of the unit you are sendimgriessage to. The HEX ESN is
found on a label on the QUALCOMM modem.

The email that is sent to the host contains the BESWell if you are using the

FloBoss data collection. If you are using the MODBU&ntyou may contact us for
more information.
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ExtraNET pCC Overview

The Crystalline Technology, Inc. “ExtraNET pCC” (n@d€C) provides a turn key
solution for two way data communications using the Glaaalsatellite network.

The ExtraNET pCC is packaged in a rugged die cast watedigminum enclosure
meeting NEMA 4X IP 66, EN60529 specifications. Combined wighetkceptional
operating range and flexible mounting system, ExtraNETisG@eally suited for outdoor
use in extreme field conditions and locations. BYE®A uCC has weather proof “O-
Ring” connectors for easy installation.

The ExtraNET pCC processor monitors the Globalstatemoand provides re-
initialization and self monitoring to provide reliablenmmunications to remote facilities.
Easy configuration allows for up to 8K bytes of initialinatstrings to satisfy virtually
any setup requirements you might have. The “watch dog'stiafl active satellite
sessions and will automatically disconnect if you exceea predetermined maximum
allowed connection to prevent expensive “hung session#ti® Globalstar network.

Product Highlights:

. Automatic detection of modem reset and re-initializabb user
configuration

. Call timer and user configurable maximum allowed connection

. Menu driven easy configuration using terminal type program (ie
HyperTerminal)

. 8K bytes of nonvolatile flash memory for initializaticommands

. Rugged die cast Aluminum Enclosure

. Weather proof electrical connections

. Low Power operation

. Extended Temperature Range

. Functional in over 100 countries for coverage in most we@sworld wide

. 1 year warrantee

. Complete support for assuring successful integrationun gpplication

. Part of a complete line of products offered by Crystallirehnology, Inc.

Specifications:

Operating Range: -30C to 60C (-40F to 185F)
Storage Range: -40 to 85C
Dimensions: 7.95” x 11.88” x 4.37” (with Teacup Antenna)
7.95" x 16.13” x 4.37” (with Mini-Stick Antenna)
Operating Voltage: 5.6 VDC to 16 VDC
Operating Current: 0.5W Receive
5.4W Transmit
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Data Rate: 9600 Baud (Satellite)
300 to 115,200 Baud (user)
9600 Configuration
Operating Frequency: 1610 — 1625 MHz (transmit)
2484 — 2499 MHz (receive)
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ExtraNET pCC Configuration

To configure the ExtraNET puCC you connect the DB9 to Plaepin cable to both the
ExtraNET uCC controller and a computer such as a lapkyperTerminal when
configured to 19200 baud, 8 bits, no parity, and no handshakeavkifine. You can
press the space bar to receive the menu.

L) List AT initialization commands

C) Clear all AT initialization commands
E) Enter new AT initialization commands
S) Set maximum connect time

T) Test initialization commands

H) Help

Command>

Standard “AT” modem commands can be entered into the [LON detection of a
reset or power up condition these commands will betsghe modem. The pCC
requires that the modem respond with the result cod®kf for each command. If the
modem does not respond with the expected “OK” the uCQryilo send the command
again.

In order to enter the commands that you want senetattdem upon power up or reset
simply enter the letter “E”. The ExtraNET pCC 8492 bytes of non-volatile flash
memory. This memory has a retention time of gregar 100 years and can be
rewritten 100,000 times or more. It would take a very unuspgalication to come close
to taxing the memory of ExtraNET pCC. Typical commamatght be:

Enter each command on a line by itself, empty line th en
>ath

>atz

>at$qcpknd=1

>ats0=1

>

You can display the commands currently saved in noatd@®imemory with the “L”
command:

ath

atz
at$qcpknd=1
atsO=1

Command>
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The “S” command allows you to establish a limit to howd you will allow the modem
to be connected. Since Globalstar is a time basedmnsyastead of a data based bill, it is
important to disconnect when ever you have periods grietiera few seconds. The
ExtraNET pCC monitors the DCD (Data Carrier Detéo for connections. When ever
the DCD line has been active for the time enteredEttteaNET pCC will take over
control and send the initialization string to the modétence the desire to always start
your commands with the ATH command. A typical setafigwing for 5 minutes would
be entered as shown below:

Command>
Max Connect Time? (65535 seconds) 300

The “T” command allows you to test the ExtraNET pC@wmands to assure that they
achieve the desired result. You will see each commatdstsent to the modem
followed by the response received from the modem. Ifdmuoot see the “OK” then you
have an improper command that is being sent to the mo8@mwe ExtraNET uCC
makes every effort to assure that the commands areisémeceived by the modem, a
bad command will cause the ExtraNET pCC to enter g\adeere it simply tries over
and over again. See the section “Obtaining Control tia ST uCC”

“H” will provide a short description of ExtraNET pCC.

Obtaining Control of ExtraNET pCC

If for any reason the unit gets into a loop of continumgetry the commands but the
modem is refusing to respond with the “OK” you have th@aopof overriding the
normal long and getting back to the menu.

This is done by holding a jumper such as a paper clip obQtipen phoenix connector
and jumpering pins 7 and 9 (labeled Al4 and Al5) while you appWer to the unit.

This will result in the menu being shown and giving youdjpgon of “C” clearing the
existing commands and “E” entering new and proper commands

Installation of ExtraNET uCC

ExtraNET puCC is packaged in a rugged cast aluminum ogfdses NEMA4 enclosure
suitable for out door installation in harsh environmessuitable structure capable of
supporting the ExtraNET uCC must be provided by the custogwerh a structure
should allow the ExtraNET pCC'’s antenna to have un otigtd view of the sky. The
Globalstar satellites are in low earth orbit (LE&D will move across the sky in various
orbits and directions. The better the view of thetsleygreater your chances of making
contact at any given moment are.
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There is a rubber gasket along the perimeter of the ®meloTo maintain the seal it is
very important that the lid be properly aligned on thekgaand firmly secured. The
connectors on the bottom of the unit are water tigdtiaclude an O-Ring seal to
maintain integrity.

Integrating ExtraNET pCC into an application

As a flexible communications device, ExtraNET pCC camkegrated in to a wide
diversity of applications. To understand all the wasiaspects of the unit requires a good
understanding of serial data, satellite coverage, aiciyaind various environmental
issues related to the Globalstar GSP-1620 data modem.alingsTechnology makes

the “Integrators Reference Manual” available for dowdlat
http://www.Crystalline.us/documentation/GSP1620_Int_Ref Mupdia
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ExtraNET pnCC Wiring Requirements

ExtraNET uCC has separate connectors for power and Bat&er is provided to the
unit through a 2 pin Conxall plug (part # 6282-2SG-3DC). Posgiea pin 1 and
ground is on pin 2. The power requirements are +5.6 V to Hd&€\at 1 Amp. You
will know that the unit is up and running when the red LEDRhencontroller board
begins to blink once every second.

RS-232 serial data is provided on the 8 pin Conxall (part # 6282383 and has the
following pin out:

DB9F
Name Direction  Conxall (PC) Description
(DCE) (DTE)
Ground 1 5 Ground Return
DTE <-
DSR DCE 2 6 Data Set Ready
DTE <-
CTS DCE 3 8 Clear To Send
DTE -> Request To
RTS DCE 4 7 Send
DTE ->
RXD DCE 5 2 Receive Data
DTE <-
TXD DCE 6 3 Transmit Data
DTE <- Data Carrier
DCD DCE 7 1 Detect
DTE -> Data Terminal
DTR DCE 8 4 Ready

For proper operation, it is required that the DTR and RTSbe at a “high” state

before the unit will respond. It is common practice to connect RTS to CTS and then
control the power to the unit via the DTR line. When D$Rw, the modem will be
placed into a low power mode and the system will coresapproximately 15mA. When
DTR is high, the power will fluctuate between 70 mA and 2@0imthe receive “stand
by” mode (averaging approximately 150 mA).

Terminal strip inside the ExtraNET pCC enclosure:
: Ground - Blue

DSR (Data Set Ready) - Not Connected

CTS (Clear To Send) - Jumper to RTS

RTS (Request To Send) - Jumper to CTS

RXD (Received Data) - Green

TXD (Transmitted Data) — White

DCD (Data Carrier Detect) — Not Connected

NOUTh~hWN -
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8: DTR (Data Terminal Ready) - Yellow
9: - Ground - Black

10: + 12V - Red

11: Not Used

12: Not Used
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Appendix A — UL Certification

MET LABORATORIE S, INGS
CLASSIFICATION RECORD

- Tha apoiicans named Felow kar been aurharizes by WET Labararories, Inc. 1o represent the prodecyis) lisied
.-"'"e'_".-‘-{-"i':‘?“k i thic record ax "MET Classifed " and to meark thicthere prodic i) accarding ro the farms and condirons
*—E -1 J,- & 3 of the MET Mark Uniizenon Agreemens, MET Listing Reperts, md the applicabie marking qeresmiemts
1 IMMAET Cmiy the products) dearing the MET Mark and under o fodlow-u sanice are considened ro be incivded i
—AVIC the MET Classjfiemion progrom.
FILE NUMBER: E112660 | APPROVAL DATE: Apal 6. 2007 |
REVISED: = |
PRODUCT(S) MODEL(S) ELECTRICAL RATINGS
_ i ) 8-13VDC (@ 2 Amps,
Gas Communications Controlles ExtraWNET CC Ciass I Division 1, Group D, T4
STANDARD NUMEBER STANDARD TITLE EDITION
Safety for intrinsically safe apparatus and associated apparatus
U913 for vze in Class I IT and IIT, Divizion 1. Hazardous g
{Classified) locations
; =R Intrinsically safe and non-incendive equipment for use in
o e | T -
CRAC22.I No 15 s Toratins 1992

MET LABORATORIES, INC. requires that any and all changes proposed m the previcusly identified product(s),
that affects the mformation comtained i the above referenced listing report nmst be submitted to MET for
evaluation priet to implementation o assure contimued MET Classification stams.

The sbove identifiad product(s) hashave been subnutted by the applicant

APPLICANT:
Crystalline Technology, Inc:

| P. 0. Box 8423 ‘
Pueblo, CO B1008-8423

The coverad produets shall be subjected to quarterly follow-up mspections to ensure that the Classified procuct(s)
are dentical to the representative product sample evaluated by MET LABOPATORIES, INC. and that all
memmfactorer’s responsibilities are being fulfilled as specified in the MANUFACTURING EESPONSIBILITY
saction of the Certification report.

L) Gt

Director of Laboratory Operations,
Safety Laboratory

MET Laberatorier, e i aceradited y OIHA and rhe Sandards Council g Comada. "m
The Nation's First Nationally Recognized Testing Laboratory
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Special Instructions for Class I, Division 2 Hazard  ous Locations

1)

2)

3)

4)

5)

6)
7

8)

9)

Crystalline Technology, Inc.’s ExtraNET CC is listedM#T Laboratories
(MET) as non-incentive and is suitable for Classividion 2, Group C and D
hazardous locations or nonhazardous locations only. Readdacument
carefully before installing a nonincendive ExtraNET (Refer to the User’s
Manual for general information. In the event of a dohflietween the ExtraNET
CC User’s Manual and this document, always follow fis¢ructions in this
document.

The ExtraNET CC includes both nonincendive and unraté&ldiecuits. Unless a
circuit is specifically identified in this document aswmcendive, the circuit is
unrated. Unrated circuits must be wired using Division 2wyimethods as
specified in article 501-4(b) of the National ElectriCalde (NEC), NFPA 70 for
installations in the United States, or as specified ini@et8-152 of the
Canadian Electrical Code for installation in Canada.

The communication ports terminate in a Phoenix connectdhe inside of the
ExtraNET CC enclosure. The wiring to this connectamisated. No connections
may be made to this port unless the user ensures thatths &nown to be
nonhazardous. Connections to this port are temporary, asido@short in
duration to ensure that flammable concentrations do not a¢atenwhile it is in
use.

The optional power system (solar panel and battery)oapgrfor use with the
nonincendive ExtraNET CC are described in the model spaiiin. The
connection to the solar panel is approved as a noninaenulcuit so that
Division 2 wiring methods are not required. The nominal paokhge must
match the nominal battery voltage (12V).

WARNING: EXPLOSION HAZARD — Do Non disconnect Solar Power fom
the Battery or any other power connections within the ExtraNH CC
enclosure (including connectors J1 through J6) on the systeromroller
module or any power connections to items such as the GSP-1620dem
unless the area is known to be nonhazardous.

WARNING: EXPLOSION HAZARD - Substitution of major component s
may impair suitability for use in Class 1, Division 2 environmets
WARNING: EXPLOSION HAZARD - Do not disconnect equipment unless
power has been disconnected and the area is known to be namhrdous
WARNING: EXPLOSION HAZARD — The area must be known to be
nonhazardous before servicing/replacing the unit and beformstalling or
removing I/O wiring.

Signal connectors available for customer wiring are edrand must be wired
using Division 2 wiring methods.
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Specifications:

Satellite Network:

Integrated Globalstar 1620 digital modem.
Optional Cellular Network:

GSM / GPRS, Edge, 1X, or CDMA cellular service providers
Coverage Area:

Virtually anywhere in the world where a view of the skyvailable
Power Requirements:

+5.6 Vto+14.5V

1 W typical

6.0 W Max Transmit
Dimensions:

6 in depth 9 in width 18 height, with vertical antenna included
Environmental Conditions:

Operating -30 to +60 C

Storage -40to +85 C
Customer Interface:

RS232 or RS485 (user selectable) at 110, 300, 2400, 9600, 19200, 38400, 6166006 baud

5 1/0 points with 10 bit A/D (0 to 5VDC) input or digitalitput (0 to 5VDC @ 20mA)
Host Protocols Supported:
TCP, UDP, ICMP, Modbus/IP
Network:
Via Static IP using VPN direct to Globalstar NOGv@ our secure gateway available on the
Internet
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Contact Information

Corporate Offices:

Physical address:
Crystalline Technology, Inc.
67 N. Silicon Dr. Suite 150
Pueblo West, CO 81007

All correspondence should be addressed to:

Crystalline Technology, Inc.
PO Box 8423
Pueblo, CO 81008

Tel: (719) 543-2577
Fax: (719) 543-2578
Toll free: (888) 737-9817

Web page: http://www.ExtraNETcc.com
Email: support@extranetcc.com
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